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Setup WinSCP for file copy

Before you can setup WinSCP with a key pair, you need to perform the necessary actions for putty
key based access (see here).

So you should already have a private key somewhere on your directory structure. This provate key
will now be added tou your WinSCP setup. Open the WinSCP programs, select the saved profile to
which you want to add the private key:
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Then click Advanced to open the configuration WirllldOW:

Computer Documentation Wiki - https://helpdesk.strw.leidenuniv.nl/wiki/


https://helpdesk.strw.leidenuniv.nl/wiki/doku.php?id=services:2fa:ssh:putty
https://helpdesk.strw.leidenuniv.nl/wiki/lib/exe/detail.php?id=services%3A2fa%3Assh%3Awinscp&media=services:2fa:ssh:winscp1.png
https://helpdesk.strw.leidenuniv.nl/wiki/lib/exe/detail.php?id=services%3A2fa%3Assh%3Awinscp&media=services:2fa:ssh:winscp1.png
https://helpdesk.strw.leidenuniv.nl/wiki/lib/exe/detail.php?id=services%3A2fa%3Assh%3Awinscp&media=services:2fa:ssh:winscp2.png

Last update: 2021/03/22 13:27

services:2fa:ssh:winscp https://helpdesk.strw.leidenuniv.nl/wiki/doku.php?id=services:2fa:ssh:winscp

Advanced Site Settings

Environment
- Directories
- Recyde bin
- BEncryption
. Shel
Connection
.. Proxy
- Tunnel
S5H
- Key exchange
- Bugs
Mote

Color e

] Bypass authentication entirely
Authentication options
[~] Attempt authentication using Pageant
[~ Attempt 'keyboard-interactive’ authentication
[+] Respond with a password to the first prompt

Attempt TIS or CryptoCard authentication (S5H-1)

Authentication parameters
] Allow agent forwarding
Private key file:

? X

Desplay Public Key Tools -

GSSAPT
] Attempt GSSAPI authentication
[ ] Allow G5SAPI credential delegation

oK Cancel

Help

Select Authenticate onder SSH and then you see halfway down the right part of the window a textbox
named Private Key File:. Click the Browse button and select your private key file:
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Once selected, click OK to save this setting and when back on the main window, click Save to save
this new setting in the profile.

Now you are ready to transfer files password/2fa code free.
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